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Trends in Data Breaches, Breach Costs, and Cybersecurity Spending (2015-2021)
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Fig. 1. Trends in Data Breaches, Breach Costs, and Cybersecurity Spending (2015-2021). Data on breaches is sourced from the Identity
Theft Resource Center[10], breach costs from IBM[11], cybersecurity spending from Gartner[12], and cybercrime cost projections
from Cybersecurity Ventures[13].
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Study design & data

*19 semi-structured interviews
(multi-sector, global)

«Comparative analysis of four vendor
approaches-(Microsoft, CrowdStrike,
Darktrace, IBM)

*Thematic coding (deductive +
inductive) with NVivo
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SYSTEM 2: SLOW,
ANALYTICAL, DEFENSIBLE —
- RESOURCE-INTENSIVE



System Thinking and Cognitive Biases in Cybersecurity

System 1 Thinking System 2 Thinking
(Fast, Intuitive, Heuristic-driven) (Slow, Deliberate, Analytical)

Sectoral Differences in Bias Expression
vernment (80% System 1) | Financial (70% System 1) | Consulting (60% System 1) | Industnal (50% System 1
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Mixed trust in Al alerts; skepticism common in regulated sectors
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Dynamic trust calibration: swing between over-reliance and rejection
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Explainability gaps and false positives drive most skepticism
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False positives -
alert fatigue -
learned distrust

accountability -
decision paralysis

Workflow misfit:
when Al outputs
don’'t map to
playbooks, they're
ignored




Pattern recognition at scale; fast
enrichment/triage

Limits
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Explainable Al (XAl): surface
evidence, logic paths, uncertainty

Bias-aware training:. name the traps;
rehearse counter-moves

-

Adaptive trust calibration: learn
U from analyst feedback; adjust
oo thresholds
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